
STEP 6: 
Monitor Security Controls

STEP 3: 
Implement Security Controls

Implement the security controls stated in the security plan 
then proceed to document the implementation.

Process:

The absence of robust monitoring and documentation 
will render the e�ectiveness of the systems useless.

Challenge:

STEP 5: 
Authorize Information System

The System Security Plan (SSP), Security Assessment 
Report (SAR), and Plan of Action and Milestones (POAM) 
form the Security Authorization Package (SAP), the AO will 
make a risk-based decision on whether to grant an ATO 
based on the information in this package.

Process:

Transparency is key. All parties must be able to see the 
information they need. This step should be laid out in a 
very concise manner to avoid confusion on what each 
party’s role is.

Challenge:

What Are The Steps 
of the ATO Process?

(and what are the challenges at each step?)

An ATO or Authority To Operate is an authorization 
process that is needed by a software system before 
an agency can use it in a production environment
The National Institute of Standards and Technology (NIST)’s Risk Management 
Framework formally defined the Authorization To Operate (ATO) Process, 
and these are the process and challenges of each step as follows:

Processing an ATO can take anywhere between 6 - 18 months to 
complete. This length of time can stifle change and limit the pace of 
modernization. Alpha Omega Integration’s A2O platform, built on and 
in collaboration with the industry leading automation vendor UiPath, 
can help your agency to get an ATO in weeks instead of months. 

To know more about how A2O can help you get an ATO 
in weeks instead of months, CLICK HERE.

STEP 1: 
Categorize Information System

Work with the AO or Authorizing O�cials based on the 
potential risks and adverse impacts of the system on 
the organization. The system will then be categorized 
as low, moderate, or high, based on these criteria:

Process:

Confidentiality

Availability

Integrity

If your system will be providing novel or risky 
functions or handling extremely sensitive data, 
categorize the impact as early as possible.

Challenge:

STEP 4: 
Assess Security Controls

Verify that your system is secure by:

Process:

Developing and approving Security Assessment Plan (ASP)

Assess security controls

Conduct initial remediation actions

Using more security tools comes with more logs and 
events which can further obscure the di�erences 
between real threats and false positives.

Challenge:

Determine the impact of the changes made to the system and environment. 
The changes made must be assessed to determine their impact.

To ensure that your system remains compliant:

Process:

Perform regular, automated security scans on your system 
and swiftly act upon any findings.

Keep your System Security Plan (SSP) up-to-date

The ATO process must be actionable. Senior O�cials and 
Authorized O�cers must be able to make informed risk 
decisions based on all the available information.

Challenge:

STEP 2: 
Select Security Controls

The selection of relevant baseline security controls will determine 
the e�ectiveness of securing an application. These are generally 
based on the following:

Process:

The impact level of the system (low, moderate, or high)

Which controls are already taken care of by the infrastructure

What type of ATO you want to receive

Tailoring

Developer education is critical in this step as they must 
understand the importance of security to be able to 
mitigate any forms of threat.

Challenge:

https://alphaomegaintegration.com/
https://info.alphaomegaintegration.com/intelligent-automation

